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Abstract: This study presents an innovative method for identifying tax fraud through the applica-
tion of natural language processing (NLP) to uncover irregularities within tax documents. Depart-
ing from conventional approaches that rely primarily on numerical analysis, the proposed frame-
work combines domain-specific BERT embeddings with bidirectional LSTM architectures to effec-
tively capture nuanced contextual information. A hybrid ensemble architecture is developed to pro-
cess both structured data and free-text components within tax returns, facilitating the identification
of semantic associations among financial entities and exposing numerical inconsistencies. The sys-
tem was evaluated on a dataset comprising 15,000 tax documents, of which 8.5% were identified as
fraudulent. The proposed model achieved superior performance, with an F1-score of 0.868 and an
AUC of 0.931 — marking a 7.6% enhancement over leading existing models. Detection effectiveness
varied by document category: individual income tax filings yielded an F1-score of 0.889, outper-
forming business-related filings, which scored 0.818. Further examination reveals that semantic fea-
tures are particularly effective for identifying fraud in corporate tax documents, while numerical
coherence indicators are more significant for personal filings. Although the approach requires
higher computational resources compared to conventional techniques, its capacity to detect com-
plex fraud schemes — especially those that disguise manipulation within textual content while
maintaining plausible numeric data — offers a significant improvement to current tax fraud detec-
tion systems.

Keywords: tax compliance monitoring; deep learning; entity recognition; financial document anal-
ysis

1. Introduction
1.1. Background

Tax fraud remains a major concern for governments and tax authorities globally,
leading to significant annual losses in public revenue. The increasing digitization of tax
filing systems has added new layers of complexity to detecting fraudulent behavior. Re-
cent estimates suggest that tax evasion accounts for 2-5% of global GDP, translating into
a loss of approximately $2-5 trillion in government revenue each year [1]. Tax documents
often contain critical indicators of potential fraud, such as discrepancies in declared in-
come, unusual deduction claims, and irregular financial transactions [2]. Detecting these
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indicators requires advanced analytical tools capable of processing vast amounts of finan-
cial data with high precision. Traditional audit methods, which depend heavily on man-
ual review and fixed rule-based systems, have proven inadequate in identifying the evolv-
ing tactics used by tax evaders to manipulate their financial obligations [3].

1.2. Barriers to Effective Tax Fraud Detection

Tax fraud detection presents a range of technical and operational hurdles. One pri-
mary issue is the severe class imbalance: legitimate tax filings vastly outnumber fraudu-
lent ones, making it difficult to train effective detection algorithms. Additionally, tax eva-
sion tactics are constantly evolving, necessitating continuous updates to detection strate-
gies in order to stay ahead of fraudsters who adapt quickly to circumvent existing safe-
guards [4]. The diversity and complexity of tax documents — driven by variations in tax-
payer profiles, industry-specific practices, and jurisdictional regulations — pose further
challenges. Differences in document formats, terminology, and reporting standards hin-
der the development of standardized detection models [5]. Moreover, the scarcity of la-
beled fraud data presents a significant limitation, as confirming fraud often requires
lengthy investigations and legal validation. These constraints underscore the need for in-
novative detection methods that can function effectively under conditions of limited
ground truth and maintain low false positive rates.

1.3. Utilizing NLP Techniques in Anomaly Detection Frameworks

Natural Language Processing (NLP) offers powerful tools for enhancing tax fraud
detection, particularly in the analysis of unstructured and semi-structured components of
tax filings [6]. NLP techniques can uncover semantic patterns and contextual cues that are
often overlooked by traditional data mining methods. For example, text classification al-
gorithms can assess the risk level of filings, while named entity recognition helps detect
inconsistencies in reported entities and business affiliations. Deep learning-based NLP
models excel at identifying subtle linguistic anomalies that may suggest fraudulent intent.
Transfer learning allows models trained on related financial data to be adapted to tax-
specific tasks, helping address the challenge of limited labeled examples [7]. Bidirectional
language models provide rich contextual embeddings that capture intricate relationships
among financial terms and entities within documents. When combined with conventional
numerical anomaly detection, NLP enables the creation of multimodal systems that can
identify complex tax evasion schemes more effectively, significantly boosting detection
performance compared to single-modality approaches [8,9].

2. Literature Review
2.1. Legacy Methods for Identifying Tax Fraud

Conventional tax fraud detection methods have traditionally relied on rule-based
systems and manual audits conducted by tax authorities. These approaches typically in-
volve the use of predefined heuristics and threshold-based criteria to flag suspicious fil-
ings. As highlighted by Yan et al,, traditional practices encompass manual case selection,
whistleblower-driven reporting, and computer-assisted selection — all of which are re-
source-intensive and time-consuming processes [3,10]. Rule-based systems apply explic-
itly programmed rules to detect deviations from expected financial behavior, using static
thresholds to trigger alerts. For instance, Wu et al. demonstrated the use of association
rules within tax databases to enhance the detection of value-added tax (VAT) fraud,
achieving moderate gains over manual auditing alone [4,7,11,12].

In addition to rule-based techniques, basic statistical tools such as ratio analysis and
correlation evaluation have been used to examine relationships between key financial in-
dicators — for example, the correlation between total GST liabilities and total sales figures
[13]. However, these traditional methods are limited in scalability and adaptability, par-
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ticularly as fraudulent tactics become more sophisticated. They often fail to capture com-
plex fraud schemes embedded in large-scale, high-dimensional datasets. Furthermore,
perception-based approaches generally lack the analytical depth required to detect well-
disguised fraudulent behavior, especially when perpetrators intentionally fabricate docu-
ments to appear compliant [14].

2.2. Overview of Machine Learning Models

Machine learning (ML) has significantly advanced the field of tax fraud detection by
enabling systems to uncover complex patterns in taxpayer behavior. Supervised learning
models, such as logistic regression and decision trees, have been effectively used to clas-
sify compliance based on historical taxpayer data. To address the challenge of limited la-
beled examples in tax fraud cases, Weng proposed the use of unsupervised conditional
adversarial networks for tax default prediction, offering a means to learn from unanno-
tated data [5,15,16].

Clustering techniques have also proven valuable in grouping taxpayers by similar
characteristics, thereby facilitating targeted investigations into anomalous subgroups. Liu
et al. applied K-means clustering to detect atypical taxpayer profiles by examining con-
sumption behavior and correlation metrics across both smart and non-smart grid net-
works [6,17]. Ensemble learning methods, which integrate multiple weak classifiers, have
demonstrated superior performance. For example, Xu et al. introduced a Transfer Adap-
tive Boosting (TAB) algorithm that effectively predicts tax compliance outcomes by com-
bining the strengths of individual learners [7,18].

Deep learning models, particularly bidirectional generative adversarial networks
(BiGANSs), have recently gained attention for their potential in detecting sophisticated
fraud patterns. Xu et al. enhanced BiGAN training frameworks to improve anomaly iden-
tification in tax data. Their study showed that measuring cosine similarity between origi-
nal and regenerated data representations can be an effective indicator of fraudulent filings
[8,19,20,21].

3. Methodology
3.1. Methods for Collecting and Preparing Tax Filing Data

This study utilizes a dataset comprising 15,000 tax filing documents sourced from
regional tax authorities between 2020 and 2023 [22]. These documents fall into three main
categories: individual income tax returns, business tax declarations, and value-added tax
(VAT) statements. Among them, individual income tax returns represent the largest por-
tion, totaling 9872 documents and accounting for approximately 65.81% of the dataset.
Business tax declarations make up 3456 documents, or 23.04%, while the remaining 1672
documents (11.15%) consist of VAT statements.

The preprocessing workflow consists of several sequential steps aimed at standard-
izing document formats and preparing textual data for downstream analysis. All 15,000
tax documents were first converted into a consistent text format, requiring approximately
8.75 hours to complete. For the subset of 4328 scanned PDF files, optical character recog-
nition (OCR) was applied, with the OCR stage taking around 11.46 hours. Subsequently,
noise reduction techniques were implemented across the entire dataset to remove format-
ting artifacts and extraneous characters, which resulted in a 97.4% error reduction and
required about 5.23 hours of processing time. Finally, tokenization was performed on all
documents, completing in roughly 3.12 hours.

The text normalization process includes tokenization, stemming, and lemmatization,
enhanced with custom extensions designed to handle tax-specific terminology more ef-
fectively. To reduce dimensionality and improve model efficiency, a curated stopword list
tailored to the tax domain is applied. This filtering process significantly reduces the vo-
cabulary size — from an initial 18,345 unique terms to 10,325 — representing a 43.7% re-
duction in vocabulary space.
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The document processing pipeline is architected as a multi-stage framework specifi-
cally optimized for the analysis of tax-related documents. As illustrated in the accompa-
nying diagram, the pipeline progresses sequentially from document ingestion to format
normalization, followed by text extraction, content cleaning, and linguistic normalization.
Particular emphasis is placed on modules for financial entity recognition and the pro-
cessing of domain-specific tax terminology. To ensure data integrity and consistency, the
architecture integrates quality assurance mechanisms through feedback loops. Auto-
mated error detection components monitor processing outcomes, and any instance in
which confidence scores fall below predefined thresholds automatically triggers repro-
cessing of the affected documents.

3.2. NLP-Driven Feature Extraction for Anomaly Detection

The feature extraction process adopts a hybrid strategy that combines traditional sta-
tistical NLP techniques with advanced deep learning models. Initially, Term Frequency-
Inverse Document Frequency (TF-IDF) vectors are employed to quantify the relative im-
portance of terms within each document, resulting in a high-dimensional representation
of 12,456 features, with a memory footprint of 2.34 GB and an average processing time of
0.043 minutes per document [23]. To capture deeper semantic and contextual information,
word embeddings are also generated using both Word2Vec and transformer-based mod-
els. Word2Vec yields 300-dimensional embeddings, requires 0.87 GB of memory, and pro-
cesses each document in approximately 0.126 minutes. For more specialized representa-
tions, a domain-adapted BERT model — referred to as Tax-BERT — fine-tuned on 2.3 mil-
lion tax-related documents, is employed [24]. Tax-BERT produces 768-dimensional vec-
tors with a memory requirement of 3.75 GB and a processing time of 0.284 minutes per
document. For comparison, Financial-BERT, another transformer model trained on gen-
eral financial texts, exhibits similar dimensionality (768) but slightly higher memory use
(3.82 GB) and marginally longer processing time (0.291 minutes per document).

To enhance information extraction from tax documents, Named Entity Recognition
(NER) is applied to identify critical financial entities, including income sources, expense
categories, business relationships, and financial institutions. The NER model demon-
strates robust overall performance, achieving an Fl-score of 0.892 on the validation set.
Breakdown by entity type reveals that the model performs particularly well in recogniz-
ing financial institutions, with a precision of 0.954, recall of 0.941, and an F1-score of 0.947.
Income sources are also accurately identified, yielding an F1-score of 0.900, supported by
a precision of 0.913 and recall of 0.887. Slightly lower but still reliable performance is ob-
served in detecting expense categories and business relationships, with F1-scores of 0.868
and 0.838, respectively. Beyond entity recognition, semantic relationship extraction is per-
formed to map inter-entity connections, facilitating the construction of a knowledge graph
that captures the transactional and relational structure embedded in the tax data.

The analysis of feature importance across tax document types reveals clear differ-
ences in which features contribute most to anomaly detection. Quantitative evaluation
shows that entity relationship features, such as inter-company transactions and business
affiliations, are particularly influential in the detection of anomalies in business tax decla-
rations. In contrast, numerical consistency features, such as logical correlations between
reported income and deductions, play a more dominant role in individual income tax re-
turns. These findings highlight the structural variation in feature relevance between doc-
ument types and suggest that anomaly detection models benefit from feature prioritiza-
tion based on document context.

3.3. Conceptual Framework for Anomaly Detection

The anomaly detection framework proposed in this study adopts a multi-layered ar-
chitecture that integrates both unsupervised and supervised learning techniques. The un-
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supervised component employs an Isolation Forest algorithm to detect anomalies by an-
alyzing the isolation paths of feature instances. Meanwhile, the supervised component
consists of a bidirectional Long Short-Term Memory (Bi-LSTM) network trained on la-
beled tax document data. Both components take document embedding vectors — gener-
ated during the NLP feature extraction stage — as their input.

The architecture is designed to process structured and unstructured tax information
in parallel, combining outputs from both detection paths through an ensemble voting
mechanism to generate a final anomaly score. The system also incorporates adaptive feed-
back loops that adjust decision thresholds dynamically based on performance metrics
from previous detection rounds, improving model robustness and adaptability over time.

Hyperparameter tuning was conducted using Bayesian optimization, testing a total
of 1,143 parameter combinations to identify optimal model settings. The final ensemble
configuration achieved a true positive rate of 0.874 and a false positive rate of 0.058 on the
validation dataset — representing a 23.6% improvement over established baseline meth-
ods [25,26].

4. System Implementation and Evaluation Results
4.1. Testing Arrangement and Data Sources

The experimental evaluation employed computational resources consisting of an
NVIDIA A100 GPU with 80GB memory, Intel Xeon Platinum 8380 CPU with 40 cores, and
512GB RAM. The implementation utilized PyTorch 1.12.0 with CUDA 11.6 support for
deep learning components and scikit-learn 1.1.2 for traditional machine learning algo-
rithms. Table 1 presents the hardware and software specifications used in the experi-
mental setup.

Table 1. Hardware and Software Specifications.

Component Specification
CPU Intel Xeon Platinum 8380, 40 cores, 2.3 GHz
GPU NVIDIA A100, 80GB VRAM
RAM 512GB DDR4-3200
Operating System Ubuntu 20.04 LTS

Deep Learning Framework
NLP Libraries HuggingFace Transformers 4.21.1, spaCy 3.4.1
ML Libraries scikit-learn 1.1.2, XGBoost 1.6.2
The dataset comprised 15,000 tax documents split into training (60%), validation
(20%), and testing (20%) sets, with stratified sampling maintaining consistent class distri-
butions across splits. Within this dataset, 1275 documents (8.5%) were labeled as anoma-
lous based on prior tax audit findings [27]. Table 2 details the dataset partitioning and
anomaly distribution across training, validation, and testing subsets.

PyTorch 1.12.0

Table 2. Dataset Partitioning and Anomaly Distribution.

Subset Total Docs Normal Docs Anomalous Docs Anomaly %
Training 9000 8235 765 8.5%
Validation 3000 2745 255 8.5%
Testing 3000 2745 255 8.5%
Total 15,000 13,725 1275 8.5%

The model training process employed a batch size of 32 with Adam optimization and
a learning rate of 3 x 10-° with cosine annealing. Early stopping with patience of 10 epochs
monitored validation loss to prevent overfitting. The tax-BERT model required 14.5 hours
for fine-tuning across 25 epochs.
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The effectiveness of the model was assessed using several key metrics, including pre-
cision, recall, F1-score, area under the ROC curve (ROC-AUC), and precision-recall area
under the curve (PR-AUC). Considering the class imbalance typically present in tax fraud
detection tasks, PR-AUC serves as a more reliable indicator of model performance [27].
Table 3 summarizes the detailed performance results for different components within the
anomaly detection system.

Table 3. Performance Metrics across Detection Components.

Component Precision Recall F1-Score ROC-AUC PR-AUC
TF-IDF + Isolation Forest 0.714 0.682 0.698 0.832 0.735
Word Embeddings + LSTM 0.782 0.743 0.762 0.867 0.789
Tax-BERT + BiLSTM 0.835 0.812 0.823 0.904 0.842
Multi-Component Ensemble 0.874 0.863 0.868 0.931 0.879

The framework enhanced by NLP techniques shows notable improvements in de-
tecting anomalies, with the ensemble method reaching an Fl-score of 0.868 [27]. Perfor-
mance varies depending on the tax document category, as detailed in Table 4, where busi-
ness tax filings exhibit greater difficulty in anomaly identification compared to other types.

Table 4. Performance Variation across Document Types.

Document Type Precision Recall F1-Score  False Positive Rate
Individual Income Tax 0.897 0.881 0.889 0.042
Business Tax 0.823 0.814 0.818 0.076
Value-Added Tax 0.872 0.859 0.865 0.053

4.3. Analysis of Differences from Earlier Techniques

The NLP-enhanced method proposed in this study was evaluated against several es-
tablished tax fraud detection techniques documented in recent research. Table 5 summa-
rizes a detailed comparison of key performance indicators and computational demands
for each method.

Table 5. Comparison of Performance and Resource Usage across Methods.

F1- Training Time Inference Time Memory
Method Score AUC (hours) (ms/doc)  Usage (GB)
Rule-based System 0.683 0.742 N/A 12.4 0.8
K-means Clustering 0.714  0.768 3.2 28.7 2.3
Transfer Learning
.824 .882 7 421 .
(IRTED-TL) 0.8 0.88 8 5.6
BiGAN 0.837  0.893 12.3 37.8 7.2
TAB Algorithm 0.846  0.908 10.5 31.2 6.4
Proposed NLP-Enhanced o o0- ) 93 14.5 453 8.7
Approach

The proposed NLP-driven framework outperforms all compared methods in terms
of accuracy metrics, achieving a 7.6% higher F1-score relative to the leading existing tech-
nique (TAB Algorithm). While this gain requires greater computational resources and
slightly increased inference time, these demands remain manageable within practical tax
authority operations.

5. Conclusion

5.1. Summary
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This study proposed a novel anomaly detection approach for tax filing documents
by leveraging advanced natural language processing techniques, yielding substantial im-
provements over traditional methods. The multi-component ensemble framework
achieved an F1-score of 0.868 and an AUC of 0.931, marking a 7.6% enhancement com-
pared to the leading established approach. The effective combination of tax-domain-spe-
cific BERT embeddings with bidirectional LSTM networks enabled robust modeling of
contextual relationships within tax documents.

Evaluation across different tax document types revealed that detection accuracy was
higher for individual income tax returns (F1-score of 0.889) than for business tax declara-
tions (F1-score of 0.818), reflecting differences in complexity and data characteristics. The
NLP-enhanced framework demonstrated strong capabilities in identifying sophisticated
tax evasion techniques that manipulate textual content, thus filling a crucial gap in exist-
ing fraud detection systems that primarily focus on numerical anomalies.

Moreover, the integration of named entity recognition to extract financial entities fa-
cilitated the detection of suspicious transactional relationships, significantly boosting de-
tection performance. The analysis of feature importance underscored that semantic rela-
tionship features hold greater relevance in business tax declarations, while numerical con-
sistency features are more critical for individual income tax returns.

5.2. Weaknesses in the Current Methodology

Despite the significant improvements achieved by the proposed NLP-enhanced
anomaly detection framework, several limitations must be acknowledged. First, the com-
putational demands are substantially higher than those of traditional methods, with a
training duration of 14.5 hours and an inference time of 45.3 ms per document, which may
restrict real-time deployment in environments with limited computational resources.

Second, the model faces challenges in domain adaptation when applied across dif-
ferent tax jurisdictions, often requiring retraining or fine-tuning to accommodate changes
in regulatory frameworks. Performance degradation observed in business tax declarations
indicates difficulties in managing complex document structures and diverse financial re-
porting formats.

Third, the reliance on tax-domain-specific BERT embeddings necessitates regular up-
dates to the model to keep pace with evolving tax terminology and reporting standards.
Geographic disparities in detection accuracy suggest potential biases, as regions un-
derrepresented in the training data exhibit lower performance.

Additionally, the current system is susceptible to adversarial attacks aimed at ma-
nipulating linguistic patterns while preserving numerical consistency, posing a risk to de-
tection robustness. Privacy concerns also present barriers, since the detailed textual anal-
ysis essential for anomaly detection may conflict with data protection regulations in cer-
tain jurisdictions.

Finally, integration with existing tax authority infrastructure poses operational chal-
lenges that could hinder broad adoption despite the approach’'s demonstrated effective-
ness.
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